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SUMMARY

In accordance with the terms of reference of the Committee it is a requirement to 
produce an annual report on the risk management arrangements and business 
continuity arrangements in place and the activities undertaken.  Risk management and 
business continuity are fundamental to the Council’s achievement of its strategic 
objectives.  The report being presented covers the financial year 2017-18 and details 
the various aspects of work delivered during the course of the year.  
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RECOMMENDATION

The Governance and Audit Committee is asked to approve the Risk Management & 
Business Continuity Annual Report in respect of the financial year 2017-18 and approve 
the updated Corporate Risk Register.

1. BACKGROUND TO REPORT

1.1 Risk Management Framework

The Risk Management Framework was revised and approved by Governance 
and Audit Committee at its meeting in September 2015.  The framework 
provides details of the risk environment the Council operates within and the 
controls and mechanisms that are in place to ensure risk is sufficiently 
managed by officers and members.  The Risk Management Framework is 
currently under review and will be presented to the Committee in September.

1.2 Risk Management Internal Audit

Internal audit undertook a review of Risk Management in November 2017 and 
concluded that taking account of the issues identified, the Council can take 
substantial assurance that the controls upon which the organisation relies to 
manage the identified risk(s) are suitably designed, consistently applied and 
operating effectively.

The Head of Internal Audit opinion for 2017-18 is:

“The Council has an adequate and effective framework for risk management, 
governance and internal control.  However, our work has identified further 
enhancements to the framework of risk management, governance and internal 
control to ensure that it remains adequate and effective”.  

The Internal Audit Annual Report is being presented as a separate agenda item 
at this meeting.

1.3 Risk Management Group

Risk Management Group, consisting of all Heads of Service (or their 
representative) plus other key officers, and chaired by the Governance & Risk 
Officer, met quarterly during the year to discuss issues relating to risk 
management, internal audit, insurance, counter fraud, governance, business 
continuity and safeguarding.  

1.4 Service Risk Register

A refresh exercise of service risks was undertaken in March 2018.  The 
exercise assessed if:

a) all the previous risks identified were still relevant
b) those risks were being managed and what controls were in place
c) there were any emerging risks that needed to be included



 

The review covered both the ‘business as usual’ and ‘exceptional’ risks.  The 
exceptional risks are those risks which are scored as high or they may be a new 
risk to the service which is causing sufficient concern to warrant inclusion on the 
Exceptional Service Risk Register which is further discussed at Risk 
Management Group.  There were no exceptional risks identified as part of the 
exercise.

1.5 Corporate Risk Register

The Committee last approved the Corporate Risk Register in December 2017.  
Since then a fundamental review with Assistant Directors and external expertise 
from RSM has been undertaken.  The Corporate Risk Register has been further 
updated is attached as Appendix A.  

The risk “Ensuring effectiveness of contingency plans/recovery plans for key 
locations/systems” has been removed from the Corporate Risk Register as this 
risk is now considered business as usual following a significant review  – see 
1.7 Business Continuity.

Risk 4, which was “Identifying, recruiting, retaining and developing key 
skills/professions to deliver the transformational priorities”, has been updated to 
reflect the risk around the level of change expected to successfully achieve 
what is required by the Council leaders and stakeholders. In creating the 
change will come a new culture and outlook that is described as “agile” and 
“outcome focussed” ie we do what we say we will.  

1.6 Business Continuity

A review of service area Business Continuity Plans (BCP) was undertaken from 
April to November 2017 using a new Business Impact Assessment form 
designed in partnership with Lincolnshire County Council’s Emergency Planning 
& Business Continuity Service. During that time 20 interviews were undertaken 
with service managers to complete Business Impact Assessments for 42 
individual teams. The information from these interviews produced 16 service 
area BCPs which were then returned to the relevant service managers for 
ongoing ownership and review. 

The outcome of the review determined that there are 11 critical service areas 
with a recovery time objective of 48 hours or less. The Corporate Level 
Business Continuity Plan and the SKDC Business Continuity Strategy were also 
reviewed.

An internal audit of Business Continuity was undertaken in August 2017 which 
gave reasonable assurance that controls were in place to manage the risk. 
Committee will be aware that all management actions arising from this audit 
were implemented and followed up. 

From October 2017 to January 2018 a program of exercising the service level 
BCPs was developed and rolled out with 14 exercises undertaken based on a 
scenario of loss of IT.  These exercises both enhanced the quality of the plans 
and embedded them further within the organisation.



 

IT Services have called on their Disaster Recovery (DR) Procedures a number 
of times in response to events. These have ranged from simple requests to 
restore data to a full fail over of our telephony system to our DR site whilst 
major maintenance work was being carried out at St Peter’s Hill – all of which 
was without any impact to the service.

Following finalisation of the current management structure, the service area 
plans will be reviewed to ensure they align with the revised organisational 
structure. 

1.7 Conclusion

Members of the Committee have been kept informed during the course of the 
year on the risk management activities being undertaken, which this annual 
report has brought together, to provide an overview of the achievements.  
These include:

 Having in place a ‘fit for purpose’ Risk Management Framework
 Internal engagement and guidance for officers through Risk Management 

Group
 Continued training and support during the course of the year
 Review and enhancement of both the Service and Corporate Risk Registers 

to ensure they are up to date and relevant
 Having in place effective risk management arrangements as independently 

reviewed by internal audit

In summary, the Council has continued to make good progress in embedding 
risk management across the Council.  With internal audit supporting the view 
that the Council has in place adequate and effective risk management, the 
focus for the coming year will be to maintain the building blocks put in place.

2. OTHER OPTIONS CONSIDERED

2.1 None.

3. RESOURCE IMPLICATIONS 

3.1 This report has no direct impact on the Council’s resources, including finance/ 
budget, people, land/property etc.

4. RISK AND MITIGATION 

4.1 None.

5. ISSUES ARISING FROM IMPACT ANALYSIS (EQUALITY, SAFEGUARDING 
etc.)

5.1 None.



 

6. CRIME AND DISORDER IMPLICATIONS

6.1 None.

7. COMMENTS OF FINANCIAL SERVICES

7.1 These are contained within the report where appropriate.

8. COMMENTS OF LEGAL AND DEMOCRATIC SERVICES

8.1 Members of the Committee are responsible for monitoring actions taken and to 
be taken on behalf of the Council to identify corporate risks and assess whether 
they are being effectively managed.  It is essential they are kept up to date with 
details of the risks and how they have been mitigated.

9. COMMENTS OF OTHER RELEVANT SERVICES 

9.1 None.

10. APPENDICES

10.1 Appendix A – Corporate Risk Register 

11. BACKGROUND PAPERS

11.1 None.


